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DETAILED ACTION 

1 . This action is in response to the application filed on Aug. 02, 2005. 

2. Claims 1-5 are under examination. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Thomas Jennewein et al. ("Quantum Cryptography with Entangled Photons", 1999) and 
in view of Muratani et al (US Patent. No. 7,194,090). 

As per claim 1 . Thomas Jennewein discloses a method for establishing a secure key 
between two stations[Fig. 2], the method comprising: exchanging single photons signals 
between two quantum key distribution stations to form a plurality of raw keys at each 
station [Fig. 2, page 4729 left col. lines 8-11, right col. lines 1-2]; performing error 
correction and privacy amplification on the raw keys to form a plurality of privacy 
amplified keys at each station [page 4729 right col. lines 1-7, page 4731 right col. lines 
23-26]; wherein the at least one expanded key is suitable for one-time pad encryption of 
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information to be exchanged between the two stations [Fig. 3, page 4729 left col. lines 
15-17]. 

Muratani teaches buffering the keys in each station to form matching key schedules at 
each station; and forming at least one expanded key from key selected from the 
matching key schedules [Fig. 10, 11, 16, 17 associated texts]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Muratani with Thomas Jennewein, since one would 
have been motivated to avoid or reduce a delay time in generating an expanded key 
[Muratani, col. 3 lines 16-18]. 

As per claim 2 , the rejection of claim 1 is incorporated and Thomas Jennewein teaches: 
a) encrypting information using the at least one expanded key as a one-time pad; and b) 
transmitting the encrypted information between the two stations [Fig. 2, 3]. 

As per claim 3 , Thomas Jennewein discloses a method of sending encrypted 
information between two stations [Fig. 2], the method comprising: establishing a raw key 
between the two stations using quantum key distribution [Fig. 2, page 4729 left col. lines 
8-1 1 , right col. lines 1-2]; establishing a privacy amplified key from the establish raw key 
[page 4729 right col. lines 1-7, page 4731 right col. lines 23-26]; sending encrypted 
information between the two station using a one-time pad based on either the 
unexpanding key or the expanded key [Fig. 3, page 4729 left col. lines 15-17]. 
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Muratani teaches providing the encrypting data using a one-time pad based on an 
expanded version of the privacy amplified key as an expanded key [Fig. 10, 11, 16, 17 
associated texts]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Muratani with Thomas Jennewein, since one would 
have been motivated to avoid or reduce a delay time in generating an expanded key 
[Muratani, col. 3 lines 16-18]. 

As per claim 4 , the rejection of claim 3 is incorporated and Muratani teaches: 

a) expanding one or more of the privacy amplified keys; and b) storing at each station 

the one or more expanded keys in a key schedule [Fig. 10, 11, 16, 17 associated texts]. 

As per claim 5 , the rejection of claim 3 is incorporated and Muratani teaches: 
a) storing at each station one or more unexpanded keys in a first key schedule; b) 
storing at each station one or more expanded keys in a second key schedule; and c) 
encrypting information using one-time pads based on keys from at least one of the first 
and second key schedules when raw keys cannot be exchanged between the stations 
[Fig. 10, 11, 16, 17 associated texts]. 
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Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Nishioka et al (US Pub. No. 2005/0157875) - Cryptographic communication apparatus 
Alexios Beveratos et al (Single photon quantum cryptography, 2002) 
Norbert Lutkenhaus (Security against individual attacks for realistic quantum key 
distribution, 2000) 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to NIRAV PATEL whose telephone number is (571)272- 
5936. The examiner can normally be reached on 8 am - 4:30 pm (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
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USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/N.PJ 

Examiner, Art Unit 2435 

/Kimyen Vu, 



Supervisory Patent Examiner, Art Unit 2431 



